Client Consent

3roaa Kiienra

By filling out an electronic application in
the remote service system of JSC "CB
"GLOBUS" (hereinafter referred to as the
"Bank™), the Client provides his voluntary,
specific, informed and unambiguous consent
to the Bank and TransferGo Ltd, The Bower,
207 Old Street, EC1V 9NR, London, United
Kingdom. Registered in England and Wales
Number 07914165 (hereinafter referred to as
"TGO") to the collection, registration,
accumulation,  systematization,  storage,
adaptation, modification, clarification, use,
transfer, dissemination (in cases provided for
by law), depersonalization, blocking and
destruction of his personal data in accordance
with the requirements of the legislation of
Ukraine and the GDPR (the main regulatory
legal act of the European Union regulating the
collection, processing, storage and
confidentiality of personal data of individuals).

The purpose of processing personal data
is:

—consideration  of  the  Client's
application for banking and payment services;

—opening, maintaining and closing
accounts;

—issuance and maintenance of payment
cards;

—provision of banking, payment and
related services;

—conducting identification, verification
and customer due diligence (KYC);

—compliance with legal requirements in
the field of financial monitoring (AML/CFT);

—preventing fraud and ensuring the
security of financial transactions;

—ensuring the functioning of the joint
product of the Bank and TGO;

—compliance with the requirements of
the legislation of Ukraine, regulatory legal acts
of the National Bank of Ukraine and other
authorized state bodies;

—providing information and customer
support;

—informing about the Bank's products,
services, promotions and special offers

3aMoBHIOIOYM  €NEKTPOHHY  3asBKy Y
cucTeMi JucTaHIiiHOro oOcimyroByBaHHs AT
«Kb «I'JIOBYC» (nami — «bank»), Knient nagae
CBOIO JIOOPOB1IbHY, KOHKPETHY, i1H)OPMOBaHY Ta
ONIHO3HA4YHYy 3rony baHky Ta  KoMmasii
TransferGo Ltd, The Bower, 207 Old Street,
EC1V 9NR, London, United Kingdom.
Registered in England and Wales Number
07914165 (mam — «TGO») Ha 30ip, peecTpaitito,
HaKOIMYCHHS, CHCTeMaTH3allifo, 30epiraHHs,
ajanTamnilo, 3MiHy, YTOYHEHHS, BHKOPHCTaHHS,
nepegauy, MOIIUPEHHS (y BUIAKAX,
nepeadavyeHruX 3aKOHOJIABCTBOM ), 3HEOCOOJICHHS,
ONOKYBaHHS Ta 3HMILEHHS HOTO IMEepPCOHATbHHUX
JaHUX BIAMOBIIHO JO BHUMOI 3aKOHOJABCTBA
VYkpainu ta GDPR (ronmoBHuMii HOpMaTHUBHO-
npaBoBuid akT €Bpomneiickkoro Coro3y, sSIKui
perymoe  30ip, 00poOky, 30epiraHHs Ta
KOH(DIISHITIIHICTD MEPCOHATBHUX TAHUX
(Gi3UYHUX 0Ci0).

MeToro 06poOKH epcoHaIbHUX JaHUX €:

—po3risa 3asBku KitieHTa Ha OTpUMaHHS
0aHKIBCHKHX Ta IUIATIKHUX MOCIYT;

—BIJIKpUTTS, OOCITYTOBYBaHHS Ta 3aKPHUTTS
paxyHKIB;

—BUITYCK Ta OOCIYrOBYBaHHS IUIATIXHHUX
KapTOK;

—HagaHHs] OaHKIBCHKUX, IUIATDKHUX Ta
CYMyTHIX MOCYT;

—IpOBEJIeHHS 1MeHTU]iKalii, Bepudikarii
Ta HajexxHoi nepesipku kiieHTa (KYC);

—BHUKOHAHHS BUMOT 3aKOHOJIaBCTBA Y cepi
¢inancoBoro moHiTopunry (AML/CFT);

—3ano0iraHus 1axpancTBy Ta
3a0e3neyeHHs O0e3neKku (piHaHCOBUX OIeparliii;
—3a0e3neyeHHs (GyHKI[IOHYBaHHS

criiibHOro mpoaykty banky ta TGO;

—BUKOHAHHS BUMOI  3aKOHOJaBCTBA
VYxpainn, HOPMAaTHBHO-TIPABOBUX aKTIiB
HamionaneHoro Oanky VYkpaiHM Ta iHIIHX
YIIOBHOBAKEHHX JICP’)KaBHUX OPTaHiB;

—HaJaHHg 1H(OpPMAaIIHHOT Ta KIIIEHTCHKOT
MiITPUMKH,

—1iH(pOpMYBaHHS PO MPOAYKTH, TOCIYTH,
aKIii Ta cremianbHi mporno3uiii banky

Knient wHamae 3rogy Ha o0O0poOky Ta
nepeaavy Takux KaTeropiii epCcoHaIbHUX JaHUX:




The client consents to the processing and
transfer of the following categories of personal
data:

—last name, first name, patronymic;

— date of birth;

— citizenship;

—taxpayer registration card registration
number;

—passport data and other identity
documents;

—address of residence or registration;

- phone number;

—email address;

—information  about  employment,
income and sources of funds;

—Politically Exposed Person (PEP)
status;

—account details;

—information about opening and
maintaining accounts;

—masked payment card number;

— card status;

—account balance;

—transaction information, including date,
time, amount, transaction currency, and
merchant category (MCC);

—information on limits and restrictions;

—results of AML/KYC, sanctions and
antifraud checks;

—IP  address, geolocation data,
information about the device, browser and use
of services;

—other data necessary for the Bank and
TGO to provide relevant services.

The primary sources of the specified
personal data are:

—documents issued in the name of the
Client;

—documents and statements signed by
the Client;

—information provided by the Client
independently;

— state registers, credit bureaus and other
sources, the use of which is permitted by law.

The Client provides separate consent to
the transfer between the Bank and TGO of
personal data and information that may contain
banking secrets, to the extent necessary for the
implementation of the joint product, opening
and servicing accounts, issuing and servicing
payment cards, performing AML/KYC

— MpI3BUIIIE, 1M 51, IO OATHKOBI,

— 7IaTa HApOHKECHHS;

— IPOMAaJIIHCTBO;

— peecTpalniiiHuii HomMep 0OIIKOBOT KapTKH
IUTATHUKA MOJATKIB;

—MACTIOPTHI JIaHl Ta iHII JOKYMEHTH, IO
MOCBITYYIOTH 0CO0Y;

— ajipeca mpo>KUBaHHS abo peecTparlii;

— HOMep Teneony;

—azpeca eJIEKTPOHHO1 MOLITH;

—iH(opMaIIis PO 3aWHATICTh, JOXOAW Ta
JUKepena MOXOKeHHS KOINTIB;

—CTaTyC TMOJITUYHO 3HAYyHmIoi 0co0u
(PEP);

— PEKBI3UTH PaxyHKIB;

— 1H(opmaris po BIJIKPHUTTS Ta
00CIyroByBaHHS PaxXyHKIB;

— MacKOBaHUH HOMeEp IUIATIKHOI KapTKH;

— CTaTyC KapTKu;

— 0ajaHC paxyHKY;

— iH(OopMaIIis MPO TPaH3aKIlii, BKIFOYAr0YH
Jaty, 4ac, CyMy, BaJIIOTYy OIeparii Ta KaTeropiro
toprosis (MCC);

— 1iH(OopMAIIis MO0 JIMITIB Ta OOMEKEHb;

—pesynbratt AML/KYC, cankuiiHux Ta
antifraud nepesipok;

— IP-anmpeca, reoJIOKaIiiui JlaHi,
iHdopmalist mpo  mpucTpii, Opaysep Ta
BUKOPUCTaHHS CEPBICIB;

—1HINl Jadl, HeOOXIOHI JJd HaJaHHsI
bankom Tta TGO BiamoOBIAHUX TOCTYT.

[lepBUHHUME  JDKepellaMd  3a3HAYCHHX
MEPCOHANBHUX JIAHUX €:

— TOKYMEHTH, BUJaH1 Ha iM’s1 KitieHTa;

— IOKYMEHTH  Ta  3asBH, mianuca”i
KmienaTom;

— BiZIOMOCTI, HagaHi KilieHTOM caMOCTIfHO;

— IepKaBHI peecTpH, OIOpO KpEeIUTHHUX
icTopiif Ta iHII JpKepena, BUKOPUCTaHHS SIKUX
JI03BOJICHO 3aKOHO/IaBCTBOM.

Knient Hamae okpemy 3rofy Ha mepenaqy
Mk bankom Ta TGO mepcoHanpbHUX TaHUX Ta
iHpopManii, 110 MOXKe MICTUTH OaHKIBCbKY
TAaEMHHUIIIO, Y MeXaX, HEOOX1THUX /I peasizamii
CHUIBHOTO IPOAYKTY, BIZIKPUTTS Ta
0o0CIyroByBaHHS  PaxyHKIB,  BHIIyCKYy  Ta
00CIIyroByBaHHS IJIATI)KHUX KapTOK, BUKOHAHHS
npouenyp AML/KYC, 3ano0iranHs maxpaicTsy,
MIATPUMKH KIIIEHTIB Ta 3a0€3MEUEHHS HAICKHOTO
(GyHKIIIOHYBaHHS CEPBICIB.




procedures, preventing fraud, supporting
clients and ensuring the proper functioning of
services.

Data transfer between the Bank and TGO
is carried out exclusively within the framework
of the purposes defined by this Agreement and
the Privacy Policy regarding the processing
and protection of personal data of JSC CB
GLOBUS  within  the framework of
cooperation with TransferGo (TGO).

The Client is informed and agrees that in
connection with TGO's international activities,
his personal data may be transferred outside
Ukraine, in particular to the countries of the
European Union and the United Kingdom,
provided that an adequate level of personal
data protection is ensured in accordance with
the requirements of the GDPR and applicable
legislation.

By providing this consent, the Client
confirms that he/she has been informed:

—about your rights provided for in
Article 8 of the Law of Ukraine "On Personal
Data Protection™ and GDPR;

—about the composition and content of
the personal data being processed;

—about the purpose of processing
personal data;

—about the persons to whom personal
data may be transferred;

—about the controllers of personal data —
JSC “CB “GLOBUS” and TGO;

—about the Privacy Policy regarding the
processing and protection of personal data of
JSC "CB "GLOBUS" within the framework of
cooperation with TGO.

The Client confirms that the provision of
this Consent is a proper fulfillment of the
requirements of Articles 12 and 24 of the Law
of Ukraine "On Personal Data Protection” and
does not require additional written notification.

This consent is valid for the period of use
of the Bank's and/or TGO's services, as well as
for the periods of storage of documents and
information established by the legislation of
Ukraine and regulatory legal acts of regulatory
authorities.

[Tepenaua manmx wmix bamkom Ta TGO
3MIACHIOETBCS BUKIIOYHO y MeXax e,
BU3HaueHuX wieto 3romoro Ta [lomiTukoro
KOH(DIEHIITHOCTI MOA0 OOpOOKM Ta 3aXUCTY
nepcoHanbHuX JaHux AT «Kb «I'JIOBYC» y
mexax criBrpaii 3 TransferGo (TGO).

KiienT moBimomieHH# Ta MOTOMKYETHCA,
0 y 3B’SI3Ky 3 MiXkHapoaHOt HisutbHICTIO TGO
Horo nepcoHasnbHi 1aHi MOXKYTh [lepeaBaTucs 3a
MeXi  YKpaiHM, 30KpemMa OO0  Jep)KaB
€pomnericekoro Coro3y Ta Benukoi bputanii, 3a
YMOBH 3a0€31eUeHHs] HAJIS)KHOTO PiBHS 3aXHCTYy
MEPCOHAIBHUX JAaHUX BIAMOBIAHO JO BHUMOT
GDPR Ta 3acTOCOBHOr0 3aKOHO/IaBCTBA.

Hapnarouu 1110 3rony, KiieHT miarBepmxkye,
10 BiH ITOBIJIOMJICHU:

— PO CBOi MpaBa, nepeadaveHi crarrero 8
3akony Ykpainu «IIpo 3axucT mnepcoHambHUX
nmannx» Ta GDPR;

—TIPO CKJIAJI Ta 3MICT MEPCOHATBHUX JIaHUX,
10 00POOJISIOTHCS,

— [IpO MeTy 00pOOKH MEPCOHATBHUX JAHUX;

—Tpo 0ci0, SKUM MOXYTh MEepenaBaTUCs
MePCOHAJIBbHI JIaHi;

— PO BOJIOALIBILIIB NMEPCOHANBHUX JAHUX —
AT «Kb «I'JIOBYC» ta TGO;

—npo Ilonmituky KOHQIAEHUIHHOCTI 1010
00poOKM Ta 3axucTy mepcoHambHUX naHux AT
«Kb «I'JIOBYC» y mexax cnisnpani 3 TGO.

Kinient miarBepxkye, 1o HamaHHS IH€l
3roau € HaJIe)KHUM BUKOHAHHSM BUMOT cTaTei 12
ta 24 3akony VYkpainu «lIpo 3axuct
MEPCOHANBHUX  JAHUX» Ta He MoTpelye
JI0JIaTKOBOT'O MMCbMOBOT'O MIOB1IOMJIEHHS.

I[l# 3roma Ji€  MPOTATOM  CTPOKY
KopucTyBaHHS nociayramu banky ta/ado TGO, a
TaKO MPOTATOM CTPOKIB 30€epiraHHs JTOKyMEHTIB
Ta iH(OpMmarllii, BCTAaHOBJIECHUX 3aKOHOJIABCTBOM
YkpaiHu Ta HOPMATHBHO-TIPABOBHUMH AaKTaMH
PETYJISTOPHUX OpPTaHiB




Privacy Policy for the processing and
protection of personal data of JSC "'CB
"GLOBUS™ within the framework of
cooperation with TransferGo (TGO)

IHoniTuka koHdigeHUiHHOCTI 1010
00po0KH Ta 3aXMCTy NePCOHAJBHUX JaHUX AT
«Kb «I'JIOBYC» y meskax ciBnparni 3
TransferGo (TGO)

1. General provisions

1.1. This Privacy Policy on the
processing and protection of personal data
(hereinafter referred to as the "Policy") defines
the procedure for collecting, receiving,
processing, using, storing, transferring and
protecting personal data of individuals
(hereinafter referred to as the "Clients™) in
accordance with:

—Regulation (EU) 2016/679 of the
European Parliament and of the Council
(General Data Protection Regulation, GDPR);

—Law of Ukraine "On Protection of
Personal Data™;

—Ukrainian legislation in the field of
banking, financial monitoring, AML/KYC,
fraud prevention and counteraction to the
legalization of proceeds from crime;

—regulatory legal acts of the National
Bank of Ukraine.

1.2. This Policy regulates the processing
of personal data within the framework of the
provision of financial, payment and related
services by JSC "CB "GLOBUS" (hereinafter
referred to as the "Bank™) in cooperation with
TransferGo Ltd, The Bower, 207 Old Street,
EC1V O9NR, London, United Kingdom.
Registered in England and Wales Number
07914165 (hereinafter referred to as "TGO").

1.3. Personal data may be collected
through the mobile application, websites,
APIs, other digital services and interfaces of
TGO, as well as directly by the Bank.

1.4. By using TGO and/or Bank services,
submitting applications, undergoing
identification or concluding contracts, the
Client confirms that he has read this Policy and
consents to the processing of personal data in
accordance with its terms.

1.5. Within the framework of this
cooperation, TGO and the Bank may act as
independent controllers of personal data in

1. 3arajbHi M0J10:KeHHA

1.1. g [Momituka KoOH(IAEHIIHHOCTI 11010
00poOKHM Ta 3aXMCTy MEPCOHAIBHUX JaHUX (1ai
— «llomituka») BU3HA4Yae TMOPAIOK 300py,
OTpUMAaHHS, 00poOKH, BUKOPHCTAHHS,
30epiranHs, mepenavi Ta 3aXUCTy MEePCOHATBHUX
nanux  ¢iBuYHEX oci0 (mami — «KiieHTn»)
BIJIIIOBIHO [0:

—Pernamenty €BponencpKOro
[Tapnamenty Ta Pamu (€C) 2016/679 (General
Data Protection Regulation, GDPR);

—3akoHy  Ykpainu «IIpo 3aXUCT
MEePCOHANBHUX JTAHUX;

—3aKOHOJaBCTBa  YKpaiHu y  cdepi
0aHKIBCHKO1 TUSUTBHOCTI, (biHaHCOBOTO
MOHITOPHHTY, AML/KYC, 3amoOiranHs
maxpaicTBy Ta MPOTHAII Jieramizaili JOXOJiB,
OJIep’KaHUX 3TTOYHHHHUM IIIXOM;

—HOPMAaTHUBHO-TIPABOBUX aKTiB
HamionansHoro 6anky Ykpainu.

1.2. Ha Ilomituka perymoe oOpoOKy
NMEPCOHATBHUX JaHWX Y MEXax HaJaHHS
(biHaHCOBUX, IUIATIKHUX Ta CYMyTHIX nociayr AT
«Kb «I'JIOBYC» (mani — «bank») y cmiBmpartii 3
kommnaniero TransferGo Ltd, The Bower, 207 Old
Street, EC1V 9NR, London, United Kingdom.
Registered in England and Wales Number
07914165 (mami — «TGOw»).

1.3. IlepcoHanbHi JaHi MOXYTh 30MpaTHC
4yepe3 MOOUTRHUN 3aCTOCYHOK, BeO-caiit, API,
iHmi nudposi cepsicu Ta iHTepdeiicu TGO, a
Takox Oe3nocepeHp0 bankom.

1.4. BuxopucroBytoun cepsicu TGO Ta/abo
banky, odopmiaioroun  3afBKH, IPOXOISYU
inentudikamito abo yKIaJawuYd  JIOTOBOPH,
KnienT mniaTBepkye O3HalOMJIEHHS 3 LI€IO
[TonmitTukor0o Ta Hamae 3roay Ha O0OpOOKYy
MePCOHAILHHUX JaHUX BIAMOBIAHO 10 i YMOB.

1.5. ¥ mexax uiei cniBnpani TGO ta bank
MOXYTh  JISITH K HE3aJeXHl  BOJOIUIBII
(KOHTpOJIEpH) MEPCOHATBHUX JaHWUX BiAMOBITHO
1o GDPR Ta 3akoHomaBcTBa YKpainu.




accordance with the GDPR and the legislation
of Ukraine.

2. Terms and definitions

In this Policy, the following terms are
used with the following meanings:

Personal data is any information that
directly or indirectly relates to an identified or
identifiable natural person.

Processing of personal data is any
action or set of actions performed on personal
data, including collection, organization,
storage, adaptation, alteration, use, disclosure
by transmission, blocking, restriction,
depersonalization, or destruction.

The controller (owner) of personal
data is a legal entity that determines the
purpose and methods of processing personal
data.

Client - an individual who uses the
services of TGO and/or the Bank and provides
their personal data.

AML/KYC — procedures for financial
monitoring, identification, verification and
screening of clients in accordance with legal
requirements.

Banking secrecy is information about
the activities and financial condition of a client
that became known to the Bank in the process
of servicing the client.

3. Parties and their roles in the
processing of personal data:

3.1. Within the framework of the joint
project:

TGO:

—controls the interface of the mobile
application and digital services;

—provides initial collection of Client
data;

—provides customer support;

—carries out marketing communication
within its own services;

—may transfer personal data to the Bank
in accordance with the Clients' agreements and
consents;

—may receive personal data from the
Bank in accordance with the contracts and
agreements of the Clients.

Bank:

—controls the banking infrastructure;

—opens and maintains accounts;

2. TepMinu Ta BU3HAYEHHS

v ik [MomiTrmi TEPMiHU
BUKOPHUCTOBYIOTHCS Y TAKOMY 3HAUEHHI:
IlepconanbHi aaHi — Oyab-siKa

iHpopmMarisg, mo npsaMo abo omocepenKoBaHO
cTocyeTbes i1eHTH(iKOBaHOT 200 TaKo1, IO MOXKeE
OyTtu ineHTudikoBana, Gi3MIHOT OCOOH.

O0poOka nepcoHaJbLHUX JAHUX — Oy/Ib-
sIKa JIist a00 CYKYITHICTh AiH 11010 IEPCOHATBHUX
JaHUX, BKIIOYAlOYM 301p, CHUCTEeMAaTH3AIlilo,
30epiraHHs, ajanTaiiio, 3MiHY, BHKOPHCTAHHS,
nepeaauy, 0JIOKYBaHHS, 00OMEKEeHHS,
3HEOCOOJICHHS YU 3HUIIICHHS.

KoutpoJep (Bosoaijienb) nepcoHaIbHUX
AAHUX — IOPUJIUYHA 0cO0a, AKa BU3HAYAE METY
Ta crocodu 00poOKH NMEPCOHANBHUX JAAHUX.

Kmienr —  ¢ismuna ocoba, ska
kopuctyerbes cepBicamu TGO Ta/abo banky Ta
HaJa€e CBOI MEPCOHAIbHI JaHi.

AML/KYC — mnporenypu (iHaHCOBOrO
MOHITOPHHTY, ineHTu(ikamii, Bepudikamii Ta
MEPEeBIPKM  KIIIEHTIB  BIAMOBIAHO IO BHUMOT
3aKOHO/IaBCTBA.

BbankiBcbka TaemHMus — iHdopMmaris
110710 iSIILHOCTI Ta (JiHAHCOBOTO CTaHY KIII€HTAa,
mo crama Bigoma banky |y  mpoueci
00CITyroByBaHHS KIII€HTA.

3. Ctoponu Ta ixX poJi y npoueci 00podxu
NMepCOHATbHUX JAHUX:

3.1. ¥V Mexax CHUIbHOTO IPOEKTY:

TGO:

—KOHTpOJIOE  iHTepdelc  MOOUIBHOrO
3aCTOCYHKY Ta IU(PPOBUX CEPBICIB;

—3abe3rneuye TEpPBUHHUM 30lp JTaHUX
Kienris;

—3abe3mneuye KIEHTChKY MiATPUMKY;

—3/1ICHIOE MApKETUHIOBY KOMYHIKaIlll0 B
MeKax BJIACHHUX CEPBiCiB;

—MOXe TepefaBaTh IepCOHANbHI JaHi
banky BIOMOBITHO 1O JOTOBOPIB Ta 3r0J
Kunienris;

—MOXe OTPUMYBATH BiJl banky
MEePCOHANIbHI JaHl BIAMOBITHO JO JOTOBOPIB Ta
sron KiieHTiB.

bank:

—KOHTpOJII0€ 0aHKIBCHKY IHPPACTPYKTYPY;

—3I1HCHIOE BIIKPUTTS Ta OOCIYrOBYBaHHS
paxyHKiB;

—3a0e3reuye BUITYCK Ta OOCITYrOBYBaHHS
MJIATIKHUX KapTOK;

—3niiicatoe AML/KYC nepeBipku;




—provides issuance and maintenance of
payment cards;

—performs AML/KYC checks;

—ensures  compliance  with  the
requirements of the NBU, Ukrainian
legislation and international regulatory
requirements;

—may transfer personal data to TGO in
accordance with contracts and consents of
Clients;

—may receive personal data from TGO in
accordance with contracts and consents of
Clients;

—carries out further processing of
personal data within the framework of the
provision of financial services.

3.2. TGO and the Bank are independent
controllers of personal data within the
framework of their own purposes and data
processing  processes, unless  otherwise
expressly provided for in separate agreements
between the parties.

3.3. Each party is independently
responsible for the legality of personal data
processing, compliance with the requirements
of the GDPR, the legislation of Ukraine, and
ensuring an adequate level of data protection.

4. Categories of personal data

4.1. The Bank and/or TGO may process
the following categories of personal data,
including, but not limited to:

Identification data:

—Full name;

—date of birth;

—citizenship;

—RNOKPPP;

—passport data;

—photos and videos for identification;

—PEP status;

—information about the source of funds.

Contact details:

—phone number;

—email;

—address of residence and registration;

—mailing address.

Financial data:

—bank accounts;

—payment details;

—account balance;

—transaction history;

—3abe3neuye BuUKoOHaHHs BuMor HBY,
3aKOHOJABCTBA YKpaiHW Ta  MIDKHApOJIHUX
PETYIATOPHUX BUMOT;

—MOXe Tiepe1aBaTi nepconaibHi gani TGO
BIJIOBIAHO 70 AOTOBOPIB Ta 3roja KitieHTiB;

—Moske oTpumyBaTH Big TGO nepconanbHi
JIaHi1 BIAMOBITHO 70 JOTOBOPIB Ta 3ro KiieHTiB;

—371iCcHIOE MOAAJIBIITY 00poOKy
MEePCOHANBHUX JaHUX Y MEXax HaJaHHS
(hIHAHCOBHX TTOCITYT.

32. TGO Ta bank € He3aJIeKHUMU
KOHTpOJIEpaMU NEPCOHAIBHUX JAHUX y Mexax
BJACHUX MiJIEH Ta mporeciB oOpoOKH IaHWX,
AKIIO 1HIIE TPSIMO HE MependayeHo OKPEeMHMHU
JIOTOBOpaMH MK CTOPOHAMH.

3.3. KoxHna cropoHa Hece CaMOCTIiHY
BIJIMOBIAAGHICTE 32  3aKOHHICTH  0OpOOKH
NEPCOHAIBHUX JAaHUX, JOTPUMAHHS BHUMOT
GDPR, 3akoHOaBCcTBa YKpaiHu Ta 3a0€31€UEHHS
HAJIEKHOTO PIBHS 3aXUCTY JaHHX.

4. Kareropii nepcoHaIbHUX JaHUX

4.1. bank ta/a6o TGO MoxyTb 00p0OIATH
TaKi Kareropii MePCOHABHUX JaHUX,
BKIIIOUAIOYH, aJIe HE 0OMEKYIOUNCH:

[nenTudikarmiitui gaHi:

—I1Ib;

—JaTa HapOHKECHHS;

—TPOMAJISTHCTBO;

—PHOKIIIT;

—IacToOPTHI JaHi;

—doTo Ta Bigeo Ans igeHTUdIKaIii;

—craryc PEP;

—iH(popMallisi Mpo JKEpero MOXOMKEHHS
KOIIITIB.

KonraxrHai nani:

—HoOMep TenedoHy;

—email,

—ajpeca MpOoKUBAHHS Ta PEECTpaIlii;

—TIOIITOBA apeca.

®dinaHCcoBI 1aHi:

—0aHKIBCbKI paXyHKH;

—IUTaTKHI PEKBI3UTH;

—0anaHc paxyHKY;

—icTopis omepartii;

—Yac Ta mapaMeTpH TPaH3aKIIiii;

—kateropii Toprosiiis (MCC);

—1iH(opMaIIis PO JOXOAH Ta 3AHHATICTS.

TexHiuHI Ta ITIOBEIIHKOBI JaHi:

—IP-anpeca;

—TeOJIOKALIifHI JaHi;




—time and transaction parameters;

—merchant categories (MCC);

—income and employment information.

Technical and behavioral data:

—IP address;

—geolocation data;

—cookies;

—device type;

—operating system;

—browser data;

—log files;

—history of service usage;

—data about interaction with the
application and services.

Data from other sources:

—data from state registers;

—credit bureau data;

—information from financial institutions;

—payment system data;

—data from partners;

—results of sanctions, AML and fraud
checks.

4.2. The Bank and TGO do not process
special categories of personal data, except as
expressly provided for by law or necessary to
comply with regulatory requirements.

5. Sources of personal data

5.1. Personal data may be obtained:

—directly from the Client;

—through the TGO application or
services;

—through the Bank's digital channels;

—through API integration between TGO
and the Bank;

—from state registers;

—from the credit bureau;

—from partners, service providers and
payment systems;

—from remote identification systems,
including through the "Diya" application.

5.2. The Bank may receive from TGO:

—Client's personal data;

—results of initial verification;

—technical and behavioral data;

—information on applications and
requests;

—other information necessary to provide
Services.

6. Purpose and legal basis for
processing personal data

—cookie;

—TUI IPUCTPOIO;

—ormepaliiiHa CUCTeMa;

—1aHi Opaysepa;

—nor-(hainu;

—1CTOpisi BUKOPUCTAHHSI CEPBICIB;

—JIaHl MMPO B3aEMOJIIIO 13 3aCTOCYHKOM Ta
cepBicamu.

JlaHi 3 iHIIUX JHKepen:

—JIaH1 JIep>)KaBHUX PEECTPIB;

—aHi OI0pO KPEAUTHUX ICTOPI;

—iH(opmarrist BiJ (piHAHCOBHX YCTAHOB;

— IaH1 TJIATIKHUX CUCTEM;

—IaHi BiJ] TapTHEIB,;

—pe3ynbrati caHkmiitanx, AML Ta fraud-
MIePEBIPOK.

4.2. bank Ta TGO He 00poOAAIOTH
CIlelialibHl  KaTeropii IMepCOHAIbHUX JIaHUX,
OKpiM  BHIJKIB, TpsAMO  mepeadayeHux
3aKOHOJIaBCTBOM 200 HEOOX1JHUX 111 BUKOHAHHS
PETYISATOPHUX BHMOT.

5. J:xxepesia OTPUMAaHHS TEPCOHAJIBHUX
AAHUX

5.1. [TepconanbHi JaHi MOXKYTb
OTPUMYBATHCS:

—0e3nocepeanno Big KiienTa;

—yepe3 3acTocyHok abo cepsicu TGO;

—yepe3 nudposi kaHanu banky;

—yepe3 API interpauii mix TGO Ta
bankowm;

—13 JIep’)KaBHUX PEECTPIB;

—B11 OI0pO KPEIUTHUX 1CTOPIH;

—B1J1 MAPTHEPIB, TOCTAYAJILHUKIB MTOCIYT Ta
TJIATDKHUX CHCTEM;

—13 CUCTEeM JUCTAHLIWHOT 11eHTHdIKaLii, Y
TOMY YHCIIi 4epe3 3aCTOCYHOK «Jlish».

5.2. bank moxe orpumyBatu Big TGO:

—ankeTHi gaHi Kiienra;

—pe3ynbTaTH MEepBUHHOI BepuiKallii;

—TEXHIYHI Ta MOBEIIHKOBI JaHi;

—1H(pOpMAIIiIO TI0JI0 3asBOK Ta 3BEPHEHb;

—1iHmy 1HpopMalio, HEOOXigHy s
HaJ/IaHHS TTOCIIYT.

6. Mera Ta npaBoBi miacraBu o0poOku
NMepCOHATbHUX JTAHUX

6.1. IlepconanbHi AaHi OOpPOOISAIOTHCS 3
METOI0:

—BIJIKPUTTS, OOCITyTOBYBAaHHS Ta 3aKPUTTS

paxyHKiB;




6.1. Personal data is processed for the
purpose of:

—opening, maintaining and closing
accounts;

—issuance and servicing of payment
cards;

—provision of financial and payment
services;

—conclusion and execution of contracts;

—identification and verification of
Clients;

—passing AML/KYC procedures;

—compliance with financial monitoring
requirements;

—fraud detection and prevention;

—ensuring information and financial
security;

—processing requests and providing
support;

—conducting internal analytics and
reporting;

—compliance with the requirements of
the NBU, tax legislation and other regulators;

—marketing communication with the
separate consent of the Client.

6.2. The legal grounds for processing
personal data are:

—Contractual necessity (Art. 6(1)(b)
GDPR): processing is necessary for the
conclusion and performance of a contract with
the Client.

—Compliance with legal obligations
(Art. 6(1)(c) GDPR): processing is necessary
to comply with the requirements of the NBU,
Ukrainian legislation, AML/KYC requirements
and international regulatory rules.

—Consent of the personal data subject
(Article 6(1)(a) GDPR): consent may be used,
in particular:

—for marketing communications;

—for the transfer of banking secrecy
between the Bank and TGO;

—for international data transfer in cases
provided for by law.

—Legitimate interest: processing may be
carried out for:

—fraud prevention;

—information systems protection;

—risk management;

—improving services.

—BHITYCKY Ta OOCIIYTOBYBaHHS TUIATIKHHUX
KapTOK;

—HaJlaHHg (IHAHCOBUX Ta IUIATDKHUX
MOCJIYT;

—YKJIQJICHHS Ta BUKOHAHHS JIOTOBOPIB;

—1imenTudikaiii Ta Bepudikamii KaieHTis;

—npoxomkeHHss AML/KY C npouenyp;

—BUKOHAHHS BHMOT (hiHaHCOBOTO
MOHITOPHUHTY;

—BHSIBJICHHS Ta 3a1100ITaHHS aXPaNCTBY;

—3a0e3neueHHS iHpopManiiHOl Ta

¢inancoBoi Oe3mnexw;

—00poOKM  3BEpHEHb  Ta  HaJaHHSA
MIITPUMKH,

—IPOBEJICHHSI BHYTPIIIHbOI AHANITUKH Ta
3BITHOCTI;

—BukoHanHsg BuMor HBY, mnomatkoBoro
3aKOHOJABCTBA Ta 1HIIMX PETYJSATOPIB;

—MAapKeTHHTOBO1 KOMYHIKallii 32 OKpPEeMOIO
srogoto Kiienra.

6.2. IlpaBoBuMH TiacTaBaMH OOpPOOKH
MEPCOHAIBHUX JIAHUX €

—oroBipHa HeoOxigHicTh (cT. 6(1)(b)
GDPR): 06pobka neobxiona ons yknaoenns ma
BUKOHAHHS 002060pY 3 Knienmom.

—BuxoHaHHs 1opuMUHUX 3000B’s13aHb (CT.
6(1)(c) GDPR): o6pobka mneobxiona 0as
dompumanua eumoe HPBY, 3axonodascmea
Ykpainu, AML/KYC eumozc ma MixcHaApoOHUx
pe2yIamopHUX NPaeuil.

—3roaa cy0’ekTa MepcoHaNbHUX JaHUX (CT.
6(1)(a) GDPR): 32000 ModHce
BUKOPUCMOBY8AMUCH, 30KPEMA:

— 0J151 MAPKEeMUH208UX KOMYHIKAYTlL;

— 07151 nepedayi 6anKi8CbKOi MAEMHUYT MIdiC
bankom ma TGO;

—O0N8  MINCHAPOOHOI nepedaui OaHux y
sunaokax, nepeddaueHux 3aKOHOO0A8CMBOM.

—3aKkoHHUM 1HTEpec: 06pobka Mmodice
301ticHI08aMUCS ONIA.

—3ano0bieaHHsa WaAxpaicmasy;

—3axucmy iH@opmayitiHux cucmem,

—YAPABNIHHA PUSUKAMU,

—B00CKOHAIEHHS CEPBICIB.

7. IlpuHuMnu oOpPOOKM NEpPCOHAJTBLHUX
AAHUX

7.1. bank Ta TGO 31ilicCHIOIOTH 0OPOOKY
MEPCOHANBHUX JaHUX BIAMOBIIHO 1O TaKUX
MIPUHITUIIIB:




7. Principles of personal data
processing

7.1. The Bank and TGO process personal
data in accordance with the following
principles:

—legality, good faith and transparency;

—targeted processing restriction;

—data minimization;

—accuracy and relevance of data;

—storage period restrictions;

—integrity and confidentiality;

—accountability and proper
documentation of processing processes.

8. Transfer of personal data and
banking secrecy

8.1. The Client agrees that his personal
data and information that may contain banking
secrets may be transferred to:

—from TGO to the Bank;

—from the Bank to TGO;

—payment systems;

—credit bureau;

—IT service providers;

—processing centers;

—to the Bank's and TGO's partners;

—government agencies;

—auditors,  consultants and legal
advisors;

—to other persons in cases provided for
by law.

8.2. Personal data is transferred
exclusively:

—within the defined purposes of
processing;

—if there are proper legal grounds;

—ensuring an appropriate level of
personal data protection;

—in accordance with the requirements of
the GDPR, the legislation of Ukraine and the
terms of agreements between the parties.

8.3. The transfer of banking secrecy
between the Bank and TGO is carried out on
the basis of:

—Client's consent;

—agreements between the parties;

—requirements of the legislation of
Ukraine.

8.4. The Bank transfers to TGO an
exclusively limited amount of personal data

—3aKOHHICTb, JO0OpPOCOBICHICTD Ta
MPO30PICTh;

—IJIbOBE 0OMEXEHHSI 00POOKH;

—MIHIMI3aIis JaHuX;

—TOYHICTh Ta aKTYAIBHICTh JAHUX;

—00MeKeHHS CTPOKiB 30epiraHHs;

—IUTICHICTh Ta KOH(]1IEHIIHHICTB;

—IIA3BITHICTD Ta HaJIEXKHE
JIOKYMEHTYBaHHS MTPOIIECiB 0OPOOKH.

8. Ilepenaua mepcoHAJBLHUX JaHHX Ta
0aHKiBCbKOI TAcMHUIL

8.1. KiieHT mOromxkyerscs, IO HOro
MepCOHANIbHI JaHl Ta iHdopMmallis, fSka MOXKe
MICTHTH  OaHKIBCBKY  TAa€MHHIIO, MOXYTb
niepeaBaTucs:

—Bi7 TGO no bauky;

—Bix banky 1o TGO,

—IUIATIKHUM CHCTEMaM;

—0I0pO KPEAUTHUX 1CTOPIiA;

—rnocraqaibHuKaM [T-nociyr;

—TPOIIECHHTOBUM LIEHTPaM;

—naptaepam banky ta TGO;

— Iep)KaBHUM OpTaHaM;

—ayJUTopam, KOHCYJbTaHTaM Ta
IOPUINYHUM PAJTHUKAM;

— HIIIUM ocobam y BHUIAJKAX,

nependavyeHux 3aKOHOJaBCTBOM.

8.2. Ilepemaua mepCOHAIbHUX JAHUX
3MIIHCHIOETHCS BUKITIOUHO:

—y MeXax BU3HAUCHMX IiJIel 00poOKy;

—3a HasABHOCTI HAJIEKHUX MPaBOBUX
MiCTaB;

—13 3a0e3MeyeHHs M HaJEeXKHOIO pIBHSA
3aXUCTY NMEPCOHATBHUX JIAHUX;

—BIAIIOBIIHO Io BHMOT GDPR,
3aKOHOJABCTBa YKpaiHU Ta YMOB JOTOBOPIB MiX
CTOPOHAMH.

8.3. Ilepenaua GaHKIBCHKOI TAEMHHUIII MiX
bankom ta TGO 3aificHIOETECS Ha MiACTaBi:

—3roau Kiienra;

— IOTOBOPIB MI’K CTOPOHAMHU;

—BHMOT 3aKOHOJIaBCTBA YKpaiHH.

8.4. bank mnepegac TGO BHKIIOUHO
oOMexeHHl o0cAr MepcoHANbHUX JaHUX Ta
iHpopMarllii, MO MOXe MICTUTH OaHKIBCHKY
TAEMHUIIIO, JIUIIIE Y MEKax, HEOOX1THUX IS

—3a0e3meyeHHs (GyHKIIOHYBaHHS
CHUIBHOTO MIPOAYKTY Ta CEPBICiB;

—niaTpuMku KitieHTiB;




and information that may contain banking
secrecy, only to the extent necessary for:

—ensuring the functioning of a common
product and services;

—Customer support;

—implementation of AML/KYC and
fraud prevention procedures;

—ensuring transaction security;

—compliance  with  regulatory
contractual requirements;

—ensuring the proper functioning of the
TGO mobile application and digital services.

8. 5. The categories of data that may be
transferred from the Bank to TGO include:

—account opening and maintenance
status;

—IBAN account number;

—masked payment card number (masked
PAN);

—payment card status;

—account balance;

—transaction history;

—date, time, amount and currency of
transactions;

—merchant categories (MCC);

—payment and transfer statuses;

—information about limits;

—AML/KYC and fraud check results
within the required minimum;

—risk and antifraud indicators;

—information
dispute/chargeback processes;

—technical and behavioral data necessary
to ensure the security of services;

—data necessary for communication with
the Client;

—other data expressly provided for by
agreements between the Bank and TGO or by
law.

8.6. TGO undertakes to:

—use the received data exclusively for
purposes compatible with the provision of
financial and payment services;

—not to use the obtained data for your

and

regarding

own purposes incompatible with the
functioning of the joint product;

—ensure an appropriate level of
protection of personal data and banking
secrecy;

—BukoHanHs ~ AML/KYC fraud
prevention mpoueayp;

—3a0e3reyeHHs Oe3MeKH TpaH3aKIIii;

—BHUKOHAHHS PETYJIISITOPHHUX Ta JTOTOBIPHUX
BHMOT;

—3a0e3meyeHHs HaJIeKHOT pobotu
MOOUTBHOTO 3aCTOCYHKY Ta IHM(POBHX CepBicCiB
TGO.

8.5. Jlo kareropiii HaHUX, SKI MOXYTh
nepenaBatucs Bix banky no TGO, Hanexars:

—CTaTyCc BIOKPUTTS Ta OOCIYrOBYBaHHS
paxyHKy;

—HOoMep paxyHKy IBAN;

—MAacCKOBaHUH HOMEp IUIATIKHOI KapTKU
(masked PAN);

—CTaTyC IUIaTIXKHOT KapTKH;

—0anaHc paxyHKy;

—1iCTOpIs TPaH3aKIIIM;

—Jara, 4yac, CyMa Ta BaJIOTa OTepaliii;

—xkareropii Toprosuis (MCC);

—CTaTyCH IUIATEXIB Ta IepeKasis;

—iH(opmaIIist Mmoo JiMITiB;

—pesynbratt AML/KYC Ta  fraud-
MEPEBIPOK y MEKAX HEOOX1THOTO MIHIMYMY;

—pu3ukoBi Ta antifraud iHaMKaTOpPH;

—iadopmamis moao dispute/chargeback
MIPOIIECiB;

—TEeXHIYHI Ta MOBEIIHKOBI JaHi, HEOOX1IH1
JUTst 3a0e31neueHHs Oe3MeKn CepBiCiB;

Ta

—JlaHl, HEOOXiJHI JJs KOMYHIKamii 3
Kmienrom;

—1HII naHi, psIMO nependaveHi
noroBopamu Mk banmkom Ta TGO a6o
3aKOHOJIaBCTBOM.

8.6. TGO 3000B’A3y€eThCA:

—BHUKOPUCTOBYBaTH OTpHUMaHi naHi

BUKJIFOYHO JUIsl LUJIEH, CYMICHHX 13 HaJaHHAM
(biHAHCOBUX Ta MJIATIKHUX MOCIYT;

—HE€ BUKOPUCTOBYBAaTH OTPUMAaHi AaHi s
BJIACHMX LIIJIEH, HECYMICHUX 13 QYHKI[1IOHYBaHHSAM
CHUIBHOTO MPOAYKTY;

—3a0e31euyBaTH HAJIEKHHUH pPIBEHb 3aXUCTY
MEePCOHAIbHUX JaHUX Ta 0aHKIBCHKOI TAEMHHUII],

—00MeXyBaTH JOCTYI N0 JIaHUX JIKIIE
YIIOBHOBAKEHUM 0CO0aM;

—HE TepeAaBaTd OTpUMaHi JaHi TPETIM
oco0aM 0e3 HaJIe)KHUX MPABOBHX ITiJICTaB.

8.7. Ilepenaua nanux mixk bankom Ta TGO
MoOke 3aiiicHioBaTuCcs uepe3 API imTerpamii,
3aXMINEHI KaHalM  3B’S3KYy, IPOLIECHHIOBI
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—restrict access
authorized persons;

—not to transfer the received data to third
parties without proper legal grounds.

8.7. Data transfer between the Bank and
TGO may be carried out via integration APIs,
secure communication channels, processing
platforms and other technical means in
accordance  with  information  security
requirements and legislation.

9. International transfer of personal
data

9.1. Due to the fact that TGO may
operate in the United Kingdom, the European
Union and other jurisdictions, personal data
may be transferred outside of Ukraine and/or
the European Economic Area.

9.2. The transfer of personal data
between TGO and the Bank is carried out with
an adequate level of personal data protection in
accordance with the GDPR.

9.3. In the case of international data
transfer, the parties may apply:

—Standard Contractual Clauses (SCC);

—adequacy decision mechanisms;

—other mechanisms provided for by the
GDPR.

9.4. The Client confirms understanding
and agrees with the possibility of international
transfer of his personal data within the
framework of the implementation and
provision of services.

11. Rights of the personal data subject

11.1. The Client has the right:

—receive information regarding
processing of personal data;

—access your personal data;

—request correction of inaccurate data;

—to request the deletion of data in cases
provided for by law;

—restrict the processing of personal data;

—object to processing;

—withdraw consent to processing;

—exercise the right to data portability;

—contact the authorized bodies for
personal data protection;

11.2. Withdrawal of consent does not
affect the lawfulness of processing carried out
prior to such withdrawal.

11.3. In cases where the processing of
personal data is necessary to fulfill the

to data only to

the

mIaTdOpMH Ta IHII TEXHIYHI 3aCO0U BiMOBITHO
no  BuMor iHdopmamiiiHoi  Oe3smeku  Ta
3aKOHO/IaBCTBA.

9. Mi:kHapo/aHa nepeaaya nepcoHaIbHUX
AAHUX

9.1. ¥V 3B’s3ky 3 TuMm, mo TGO wmoxe
3MIMCHIOBATH [isIbHICTE y Benukiit bpuranii,
€Bporneiickkomy Cor031 Ta IHITUX IOPUCAUKITISX,
MIePCOHAJIbHI JITaH1 MOXKYTh TIEPEIaBaTHUCS 32 MEXKI
VYkpaiaun Ta/abo €Bpomneicbkoi eKOHOMIYHOT
30HHU.

9.2. Tlepenaua mepcoHATBHUX TaHUX MK
TGO ta baukoM 311fiCHIOETHCS 13 3a0€3IEUEHHIM
HAJIC)KHOTO PIBHS 3aXUCTY MEPCOHATBHUX JTaHUX
BianosigHo 10 GDPR.

9.3. ¥V pasi MiXHaApOJHOI mepeaadi JaHuX
CTOPOHH MOXXYTh 3aCTOCOBYBATH:

—Standard Contractual Clauses (SCC);

—Mexani3mu adequacy decision;

—iHm1 MexaHi3mu, nependadeni GDPR.

9.4. KiieHT miATBEpIXye PO3YMIHHS Ta
MOTO/DKYETHCS 3 MOXKIIMBICTIO  Mi>KHAPOTHOL
nepenavyi MWOro MepcOHANbHUX JAaHUX y Mexax
peaizaiiii cepBiCiB Ta HaJaHHS MOCIIYT.

11. TIIpaBa cy0’ekTa mNepCOHAJBHUX
AAHUX

11.1. KnieHnT mae mpaBo:

—OTpUMYBaTH 1HPOPMALIO 11010 0OPOOKH
MEePCOHATBHUX JIAHUX;

—OTpUMYBATH
MEePCOHANBHUX JIaHUX;

—BHUMAaraTH BUNPABJICHHS HETOYHUX JaHUX;

—BHUMAaraTi BUJAJIICHHS JaHUX Y BHUMAJKaXx,
nepea0aueHnX 3aKOHOJaBCTBOM;

—oOMexyBaTh  OOpOOKY IepCOHaIbHUX
JAaHUX;

—3amnepevyBaTH MPOTH 0OPOOKH;

—BIJIKJIMKATH 3Tr0/1y Ha 00poOKY;

—peani3yBaTd TpaBO Ha TIEPEHECCHHS
JAaHUX;

—3BEPTATHUCS IO YITOBHOBKEHUX OPTaHiB i3
3aXUCTY NMEPCOHATBHUX JIAHUX;

11.2. BigknukaHHS 3royd HE BIUIMBAa€E Ha
3aKOHHICTh OOpOOKH, 3A1MCHEHOI 0 MOMEHTY
TaKOTo BiJKJIUKAHHS.

11.3. VYV Bumagkax, koiu oOpoOka
MEePCOHANBHUX JAHUX € HEOOXITHOK I
BUKOHAHHSI BUMOT 3aKOHOJaBCTBa ab0 JOTOBOPY,
BIIKIIMKAHHA 3TOAM MOXE TPHU3BECTH [0
HEMO>KJIMBOCTI MOAJIBIIOr0 HalaHHS MOCIYT.

JOCTYyI hi(o] CBOIX
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requirements of the law or a contract,
withdrawal of consent may result in the
inability to further provide services.

12. Use of cookies and analytical tools

12.1. Cookies and similar technologies
may be used to ensure the operation of the
Services.

12.2. Cookies may include:

—mandatory cookies;

—functional cookies;

—analytical cookies;

—advertising cookies.

12.3. Cookie data may be used for:

—ensuring the functioning of services;

—improving user experience;

—analysts;

—fraud protection;

—marketing purposes.

12.4. The Customer can manage cookie
settings through browser settings or the
relevant application settings.

13. Security of personal data

13.1. The Bank and TGO apply technical
and organizational security measures, in
particular:

—data transmission channel encryption;

—TLS and secure communication
channels;

—access control;

—multi-level protection systems;

—monitoring of IT systems;

—event logging;

—fraud detection systems;

—backup;

—internal information security policies.

13.2. Only authorized persons who are
required to comply with confidentiality
requirements have access to personal data.

13.3. Despite the use of security
measures, the transmission of information over
the Internet cannot be completely secure.

14. Personal data retention periods

14.1. Personal data is stored:

—during the application consideration
period;

—during the term of the contract;

—within the time limits specified by the
legislation of Ukraine and international
requirements;

12. Buxopucranus cookie Ta
AHAJITHYHHMX IHCTPYMEHTIB

12.1. Jlna 3abe3nedeHHs] pOOOTH CEPBICIB
MOXYTh  BUKOPUCTOBYBaTtucsi  cookie  Ta
aHaJIOT1YH1 TEXHOJIOT1].

12.2. Cookie MOXyTb BKJIFOYATH:

—000B’s13K0BI cookie;

—¢yHKuioHaneHi cookie;

—aHaJIiTH4Hi cookie;

—pekiaMHi cookie.

12.3. Hani
BUKOPUCTOBYBATUCS JIJISL:

—3a0e3neueHHs PyHKIIIOHYBaHHS CEPBICIB;

—IOKpAIIEHHS KOPUCTYBAIbKOTO JOCBIAY;

—aHAJIITUKH;

—3axMCTy BiJ] lIaXpaicTBa;

—MapKETUHTOBHX I[iJICH.

12.4. Knient MOXe KepyBaTu
HAJIAIITYBaHHAMHU cookie uepe3 HalalTyBaHHS
Opay3epa a0o BIAMOBIIHI  HalAIITYBaHHS
3aCTOCYHKY.

13. be3neka nepcoHAJbLHUX JAHUX

13.1. bank ta TGO 3acTOCOBYIOTH TEXHIUHI
Ta OprasizalliiiHi 3axou 6e3neKu, 30Kpema:

—mudpyBaHHS KaHATy nepeaayl 1aHux;

—TLS Tta 3axurieHi kaHalu 3B’ s3KY;

—KOHTPOJIb JIOCTYIIY;

—0araTopiBHEBI CUCTEMH 3aXUCTY;

—MoHiTopuHr IT-cucrewm;

—KypHaJIIOBaHHS MOJ1H;

—CHCTEMH BHSIBIICHHS IIaXPaiiCTBa;

—pe3epBHE KOIIIOBaHHS;

—BHYTPILIHI  TOJITUKU
0e3neKH.

13.2. Jloctym 10 NEPCOHANBHHUX JAHUX
MaloTh JIMIIE YHIOBHOB&XEHI OcCoOM,  SKi
3000B’s13aHi JOTPUMYBATHUCS BUMOT
KOH(DiIEHITIITHOCT!I.

13.3. He3Baxaroum Ha 3aCTOCYBaHHS
3axoiB Oes3meku, meperada iHbopMmarllii depes
IaTepHeT He MOke OyTH abCONMIOTHO OE3MEUHOIO.

14. Ctpoku 30epiraHHsi NepcoOHAJbLHUX
AAHUX

14.1. TlepconanpHi n1aHi 30epiraroThCs:

—IPOTITOM CTPOKY PO3IIISLY 3asBKHU;

—IPOTATOM CTPOKY JIii TOTOBOPY;

—TPOTITOM CTPOKIB, BU3HAYECHUX
3aKOHOJAaBCTBOM YKpaiHM Ta MIDKHApOIHUMHU
BUMOTaMH;

cookie MOXYTh

1H(popMarLiiHOT
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—within the time limits necessary to
fulfill AML/KYC obligations;

—until the consent is withdrawn, if the
processing is based solely on consent.

14.2. After the expiration of the storage
periods, personal data may:

—to be removed;

—to become anonymous;

—be archived in accordance with the law.

15. Communication and Marketing

15.1. The Client may consent to receive:

—telephone calls;

-SMS;

—email;

—push notifications;

—messages in messengers.

15.2. Such notifications may relate to:

—banking products;

—payment services;

—promotions and special offers;

—surveys;

—service updates.

15.3. The Client has the right to

withdraw consent to marketing
communications at any time.

16. Claims and appeals

16.1. For questions regarding the

processing of personal data, the Client may
contact:

—to the Bank;

—-to TGO;

—to the authorized bodies for personal
data protection.

16.2. Bank contact details:

Email:

Postal

address:

Phone:
16.3. TGO contact details:
Email:
Postal

address:

Phone:

16.4. In the event of a violation of rights,
the Client has the right to contact the relevant
regulatory or supervisory authority.

17. Policy Updates

17.1. The Bank has the right to change
and update this Policy.

—MIpPOTSTOM  CTPOKiB, HEOOXITHUX  JJIs
BukoHaHHs1 AML/KYC 0060B’3KiB;

—J0 MOMEHTY BIIKIUKaHHS 3TOJH, SKIIO
00po0OKa IPYHTYETHCS BUKJIIFOYHO Ha 3TOJI.

14.2.  Ilicms  3aBepumieHHS  CTPOKIB
30epiraHHs MEPCOHANIbHI JIaHI MOXYTh:

—BUIAJISTHCS;

—aHOHIMI3yBaTHUCH;

—apXiByBaTHUCS BIJIITOBIAHO 1o
3aKOHO/IaBCTBA.

15. KomyHikanisi Ta MAapKeTHHT

15.1. KimieHT MOXe HamaTH 3roay Ha
OTPUMAHHS:

—TenedOHHUX J3BIHKIB;

-SMS;

—email;

—push-moBigomIicH;

—TMOBIJIOMJICHb Y MECCHJDKEPaX.

15.2. Taki  1OBIZOMJICHHS
CTOCYBaTHUCS:

—0aHKIBCHKUX IPOIYKTIB;

—IUTaTKHUX CEPBICIB;

—aKIlii Ta creriaJbHUX MPOMO3HIIIN;

—OIUTYBAaHB;

—OHOBJIEHb CEpPBICIB.

15.3. Kiient Mae mpaBo y OyIb-sKuid
MOMEHT BIJKIMKAaTH 3T0Jly Ha MapKeTHHIOBI
KOMYHIKaIlii.

16. IIperensii Ta 3BepHEHHSA

16.1. 3 nmraHp OOpPOOKH TEPCOHATBHUX
nanux KiieHT Moske 3BepTaTHCs:

— 10 banky;

—n0 TGO;

—JI0 YHNOBHOB@)XEHUX OPraHiB 13 3aXHCTy
MEPCOHATBHUX JTAHHX.

16.2. KonrakTHi nani bauky:

MOXYTh

Email:

[TomrroBa azpeca:

Tenedon:

16.3. Konraxrai mani TGO:

Email:

ITomToBa azpeca:

Tenedon:

16.4. Y pasi nopymenns npas Kiient mae
paBo 3BEPHYTHUCS 1o BIJIIIOBITHOTO

KOHTPOJTIOI0YOT0 200 HATJIS0BOTO OpPTraHy.
17. OuoBiaenus IoaiTukn
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17.2. The current version of the Policy is
published on the Bank's official website and/or
in relevant digital services.

17.3. Continued use of the services after
the Policy has been updated constitutes the
Client's agreement with the updated version.

18. Final provisions

18.1. In case of discrepancies between
the language versions of the Policy, the
Ukrainian version shall prevail.

18.2. This Policy applies to all personal
data processing processes within the
implementation of joint products and services
of the Bank and TGO.

18.3. Issues not regulated by this Policy
are governed by the legislation of Ukraine,
GDPR and other applicable regulatory legal
acts.

17.1. baHk Mae mpaBO 3MIHIOBAaTH Ta
OHOBIMIOBATH 1110 [loMiTHKY.

17.2. AxtyanpHa pepnakiis IlomiTuku
nyOuikyeTbes Ha oiniiHOMYy caifti banky Ta/a6o
y BIAMOBITHUX IUGPOBUX CEPBicax.

17.3. [TponoBskeHHs BUKOPHUCTAHHS
cepBiciB micas oHoBieHHs IlomiTuku o3Hayae
noro/pkeHHst KitieHTa 3 OHOBIICHOKO PEaKIi€lo.

18. 3ak1r04Hi MOJI0KEHHS

18.1. YV Bumaaky cymepeyHOCTeH MiX
MoBHUMH Bepcisimu [lomiTuku mnepeBary mae
yKpaiHChKa Bepcisl.

18.2. La [TomiTrka 3aCTOCOBY€ETHCS IO BCIiX
nporeciB  0OpOOKHM TEepCOHANBHUX JAaHUX Yy
MeXax peami3amii CHUIBHUX MPOAYKTIB Ta
cepgiciB banky i TGO.

18.3. IlutanHs, HE BpErylbOBaHI III€IO
[TomiTHKOIO, PEryTIOIOTHCS  3aKOHOJABCTBOM
VYkpainu, GDPR Ta iHmUMU 3aCTOCOBHHMH
HOPMAaTUBHO-TIPAaBOBUMH aKTAMH.
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